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Memory Configuration on Freescale Kinetis devices Tools by ARM

Abstract

This application note describes how to use the Keil™ MDK-ARM toolkit with the Freescale's Kinetis devices that
are based on a Cortex™-M4 processor. This note focuses on the configuration of the FlexMemory.

MDK-ARM Version 4.13a or later is required for Kinetis device support. This version also contains the example
projects that are referred in this application note.
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FlexMemory Configuration

Freescale's Kinetis device offers FlexMemory technology, which provides versatile and powerful solutions for flexible
memory usage. FlexMemory is composed of FlexNVM and FlexRAM. FlexNVM is a non-volatile flash memory that can
execute program code, store data, or backup EEPROM data. FlexRAM can be used as standard RAM or high-endurance
EEPROM.

A pVision project shows the usage of the FlexMemory Configuration:

1. Open the project file FlexMem_Cfg.uvproj located in the folder .\ARM\Boards\Freescale\TWR-KxxXxxx
\FlexMem_Cfg.

2. Open the file MKxxFlashlFR.s.
3. Configure the FlexMemory settings using the puVision Configuration Wizard.

MIGoDatalFR.s [ -
Expand Al | Collapse All_| Help
Option Value
= FlexMWM Configuration (Data Flash IFR)
i EEPROM Size (EEESIZE) (FlexRAM Size)*(0)

- EEPROM Split Factor (EEESPLIT) Subsys A: EEESIZE*(1/8), Subsys B: EEESIZE™(7/8)
- FlexWWM Partition Code (DEPART) |Data Flash: (FlexMVM 5ize)*(16/16), EEPROM Backup: (FlexMVM Size)*( 0/16)

D Encoding of the data flash / EEPROM backup split within the FlexMNWVR memory b
1 Determines the relative sizes of Data Flash and EEPROM Backup within FlexMNwi
Data Frasm EXTTVIV = 7 I0], EEFFIUTVT BacRUOp: EXTTVIV = 7ID Il
Data Flash: (FlexMVM Size)*(12/16), EEPROM Backup: (FlexMNVM Size)*( 4,/18)
Data Flash: (FlexMVM Size)*( 8/16), EEPROM Backup: (FlexMWVM Size)*( 8/16)
Drata Flash: (FlexMNWVM Size)*( 0/16), EEPROM Backup: (FlexMNWM Size)*(16,/16)
Data Flash: (FlexMVM Size)*( 1/16), EEPROM Backup: (FlexMWM Size)*(15/18)
Data Flash: (FlexMVM Size)*( 2/16), EEPROM Backup: (FlexMWM Size)*(14,/18)
Data Flash: (FlexMWVM Size)*( 4/16), EEPROM Backup: (FlexMNWM Size)*(12/16)

4. Build the Target.
5. Click the button LOAD, to download the application to Flash.
Note:
= All memory content (Program Flash and FlexNVM) is erased with the steps above.
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Flash Configuration Field & MCU Security

Program flash memory contains a 16-byte Flash Configuration Field that stores default protection settings and security
information allowing the MCU to restrict access to the FTFL module. During reset, the FTFL module initializes the FSEC
register using the security byte data of the Flash Configuration Field.

Configuration of Flash Configuration Field

A pVision project shows the usage of the Flash Configuration Field:
1. Open project file Blinky.uvproj located in the folder .\ARM\Boards\Freescale\ TWR-Kxxxxxx\Blinky.
2. Open the startup file startup_MKXxxXxxX.s

3. Configure the Flash Configuration Field using the pVision Configuration Wizard.
startup_MK40N512MD100.s [E3]

Ewpandall | Colapse &l | Help

Option Walue
- Stack Canfiguration
-- Heap Configuration
E| Flash Configuration

-- Backdoor Carmparison Key

-Program flash protection bytes (FRROT)
- Data flash protection byte (FOPROT)
EEPROM protection byte (FEPROT)
Flash nonwalatile aption byte (FOPT)

[S8 Flash security byte (FSEC)
- SEC FACL security status is unsecure
g----FSL.&CC Freescale factory access granted
MEEM Mass erase is enabled
L KEYEN Backdoor key access disabled

4. Build the Target.
5. Click the button LOAD, to download to Flash.

WARNING:

= If, in the section Flash security byte (FSEC), the field SEC is configured as "MCU security status is secure" and
the field MEEN is configured as "Mass erase is disabled", the MCU's security status cannot be reset to unsecure
state because even Mass Erase via the debugger is blocked!

Debugger access when MCU security is secure

If field SEC is set to “MCU security status is secure”, most debugging functionalities, including “Flash Programming” and
“Start a debug session”, are disabled. If the device has to be set back to unsecure state, Mass Erase via the debugger can be
executed when field MEEN is set to “Mass erase is enabled”. When executing “Flash Programming” or “Start a debug
sesssion”, a warning informs that a Mass Erase has to be executed to use normal debugging capabilities.

ULINK - Cortex-M Warning (3]

Kinetis Device is locked!
! % Do youwant to unlock it?
Mass Erase will be executed!

Cancel
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Note:

= Mass Erase via the debugger erases all contents located in Program Flash, FlexNVM, including the FlexNVM

configuration information located in Data Flash IFR.

= To unsecure the MCU, the field SEC must be configured as "MCU security status is unsecure".

Program Once Field

The Program Once Field is a user data storage of 64 bytes, separated from the program flash main array. The Program
Once Field can be programmed only once as there is no program flash IFR erase mechanism available to the user.

A pVision project shows the usage of the Program Once Field:

1. Open the project file ProgOnce_Cfg.uvproj located in the folder . \ARM\Boards\Freescale\TWR-KXXxXxXx

\ProgOnce_Cfg.
2. Open the file MKxxFlashlFR.s

Configure the Program Once Field using the pVision Configuration Wizard.

Project 7@ MiocFlashIFR.s [E3)]
=523 Program Once Mem Config
E‘B Program Once Memory Expand Al | Callapse Al |

‘... [#] MioocFlashIFR.s

Ea Documnentation Pption

- Program Once Field 0

- Program Once Field 1

Program Once Field 2

Build the Target.
Click the button LOAD, to download to flash.

i Abstract.bet [=H Progmm Once Memery (Pregram Flash IFR)
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Using pVision Multi-Project

Individual projects can be combined into a Multi-Project for a better application overview.

FlexMem_Cfg - uVisiond
File Edit View Project Flash Debug Peripherals Tools 35VCS Window Help
DEH@I Bell | | ™ P

@ EANE - N | Lm| K40 - FlexMemory Config|»| £\| ﬁ %
Project a MKoxDatalFR.s

EEWorkSpace

arlale oo elF) A

) C Epand Al | Collapse Al | Help
E| ﬁ K40 - FIexMemory Config. -
E| a FlexMemeory Configurz Optien | Value
N 5L 1 1CGoD atalFR.c [El- FlexNVM Configuration (Data Flash IFR)

E| a Documentation EEPROM Size (EEESIZE) (FlexRAM Size)*(0)

: . [.+] Abstract.tet i~ EEPROM Split Factor (EEESPLIT) Subsys A: EEESIZE®(1/8), Subsys B: EEESIZE®(J/8)

BHE PVOQO'"CE Cfg ‘.- FlexNVM Partition Code (DEPART) Data Flash: (FlexMVM Size)*(16/16), EEPROM Backup: (FlexNVM Size)*( 0/16)
{77 Blinky

Configure each project individually. The Batch Build feature builds the targets in the order established in the Project
Window.

" Batch Build

Select Project Targets:

=l Blinky Build |

i .V K40X256 - Prog Flash

[ K40x256 - Data Flash Rebuild |
I~ K40x256 - RAM

- FlexMem_Cfg Clean |

i LW ka0 - FlexMemory Config.
=8 ProgOnoe _Cfg

----- I- Program Once Mem Config.

Selctal |
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Other Useful Information
Using FlexRAM as Read/Write Area

Define the FlexRAM start address and size in the Read/Write Memory Areas fields to use the memory area globally for the
application.

ReadWrite Memory Areas

default  off-chip Start Size Maolnit

W RAMI: |[b-:14DDI}DDD |D)(EDD r

r Ram2 | | r

™ RAM3: | | r
an-chip

W IRAM1. |BIFFFB000  [GxB000 r

¥ IRAM2: |D:¢2I}DDI}DDD |DxSDDD r

Using Data Flash of FlexNVM as Read/Only Area

Define the Data Flash start address and size in the Read/Only Memory Areas fields to use the memory area globally for the
application. Data Flash can be used for code execution or static data storage.

Read/Only Memory Areas
default  off-chip Start Size Startup
I romi: | | C
r  Romz | | r
I~ ROM3: | | r
on-chip

¥ IRoMI: |0 [c40000 &

1 | Q10000000 |[bo‘-1DDDD -

Revision History
e Nov. 2010: Initial Version
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